
SOLUTION OVERVIEW

Business Challenge
Organizations struggle with maximizing their proactive defensive 
vulnerability data during an incident which puts them at greater risk and 
increases incident response redundancy. Without integrating Tenable’s 
vulnerability data into the Swimlane’s security orchestration, automation 
and response platform, organizations are left without clear visibility into 
their threat landscape.  By utilizing  Swimlane’s automated workflows and 
Tenable’s vulnerability data you can maximize resources for accelerated 
incident response.

Solution
The Swimlane integration with Tenable combines Tenable’s Cyber Exposure 
insights with Swimlanes SOAR platform for complete visibility into an 
organization’s security infrastructure and attack surface. Security and IT 
teams are provided with management insights, configured workflows and 
real time dashboards to automate time-insensitive, manual processes for 
streamlined incident response.

Value
The Swimlane integration for Tenable provides the ability to:

• Provide pre-defined parameters for running Vulnerability Management 
scans without requiring knowledge about Vulnerability Management 
configuration & internal network infrastructure

• Define approval processes for running one-off infrastructure 
vulnerability scans

• Allow for the creation of automated workflows across security tools

• Centralize your vulnerability insights by viewing a single dashboard

Technology 
Components

• Tenable.io/Tenable.sc Version 5.11 or 
higher

• Swimlane Platform

Key Benefits
• Improve incident response time

• Improve processes with 
configured workflows

• Automate your teams’ manual tasks

• Connect Tenable to disparate 
security tools

• Add context to an incident with 
Tenable vulnerability data

Tenable for Swimlane
Improve Incident Response with Security Orchestration, 
Automation and Response

http://www.tenable.com


ABOUT TENABLE

Tenable®, Inc. is the Cyber 
Exposure company. Over 30,000
organizations around the globe 
rely on Tenable to understand and
reduce cyber risk. As the creator of 
Nessus®, Tenable extended its
expertise in vulnerabilities to 
deliver the world’s first platform to 
see and secure any digital asset on 
any computing platform. Tenable
customers include more than 50 
percent of the Fortune 500, more
than 30 percent of the Global 2000 
and large government agencies.
Learn more at www.tenable.com.

ABOUT SWIMLANE

Swimlane is a leader in security 
orchestration, automation and 
response (SOAR). By automating 
time-intensive, manual process 
and operational workflows and 
delivering powerful, consolidated 
analytics, real time dashboards 
and reporting from across your 
security infrastructure, Swimlane 
maximizes the incident response 
capabilities of ocer-burdened and 
understaffed security operations.

Swimlane was founded to deliver 
scalable innovative and flexible 
security solutions to organizations 
struggling with alert fatigue, 
vendor proliferation and chronic 
staffing shortages. Swimlane is 
at the forefront of the growing 
market for security automation 
and orchestration solutions that 
automate and organize security 
processes in repeatable ways to get 
the most out of available resources 
and accelerate incident response.

Learn more at www.swimlane.com
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More Information 
 
You can get the latest app here:
https://support.swimlane.com/support/login
https://www.tenable.com/products/tenable-io/evaluate

Installation and configuration documentation:
https://apphub.swimlane.com/ 

For support please contact:
https://support.swimlane.com/support/login
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Actions
Provides these actions for both Tenable.io and Tenable.sc:

• Get scan results

• Create a scan

• Launch a scan

Unique for Tenable.io, you can:

• Get Asset Details

• Get Plugin Info

• Get Plugin Family info

• List Plugin Families 

• Get host details for a 
specific scan

The Diagram shows Tenable Vulnerability Insights within Swimlane to give security 
and IT teams complete visibility into their attack surface.

• List available scans

• Get scan status

• Get a list of assets

Unique for Tenable.sc, you can:

• Get Summary of vulns by Asset group

• Download Nessus scan report (xml)

• List credentials

• Get list of IPs with vuln summary

• List policies

• List repositories

http://www.tenable.com
http://www.swimlane.com
https://support.swimlane.com/support/login
https://www.tenable.com/products/tenable-io?utm_campaign=00019203&utm_medium=SO&utm_content=demo-trial-tio&utm_source=Swimlane
https://apphub.swimlane.com/
https://support.swimlane.com/support/login

